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INTERESTED IN WIRELESS LANs?

Å There's no shortage of advice

Å A lot of it is incomplete, biased, and sometimes just flat-out 

wrong

ÅManufacturers

ÅTrade press

ÅSelf-proclaimed experts
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CAN WLANs BE JUST AS SECURE AS WIRED?

ÅYES, buté

Å "Safe" means "safe today"

Å All networks are vulnerable to interception, jamming, and spoofing

Å In wired-networks, access to cables/equipment is restricted

Å Many vulnerabilities remain purely theoretical

ÅWith wireless, you do not have control of physical access
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2.  WIRELESS  SECURITY

1. Privacy and Message Integrity

2. Authentication

3. Intrusion Detection and Prevention

4. Endpoint Protection

5. Policies and Enforcement

6. User Education and Awareness
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WIRELESS  SECURITY
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WIRELESS  SECURITY

UMAC Filtering

UDynamic WEP

ULEAPUHiding SSID

UStatic IP
(or restricting DHCP)

UContaining RF
(AP location,  
special antennas, etc)

UEAP-FAST
(anon DH mode)

UWEP
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WIRELESS  SECURITY

Å The future track record 

should be better 

Å WPA and WPA2 were 

extensively vetted by 

cryptologists 

Å "Safe" means "safe today"

Å But the game of cat-and-mouse will 

be never-ending

Å New vulnerabilities will be discovered

Å Exploits will be developed for some 

Å Hacking tools will continue to improve
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HACKER TOOLS FOR WLANs

Å "Evil Twin" tools 

Å Hotspotter, KARMA, Airsnarf
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