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INTERESTED IN WIRELESS LANS?

A There's no shortage of advice

A A lot of it is incomplete, biased, and sometimes justdlat
wrong

A Manufacturers
A Trade press

A Self-proclaimed experts
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Trusted and Untrusted Zones

Firewall, VPN Concentrator,
other gateway devices

Virtual Private Network

Fat Access Points (also called
Thick, Standalone, Autonomous)

Thin Access Points
Wireless Switch or Controller

Name of Wireless Network
(Service Set Identifier)

Beacon Packets

Probe Requests

Other Management Frames
Ad Hoc Connections
Infrastructure Associations

Untrusted



CAN WLANs BE JUST AS SECURE AS WIRED?

AYES, but é

A "Safe" means "safe today"

A All networks are vulnerable to interception, jamming, and spoo
A In wired-networks, access to cables/equipment is restricted

A Many vulnerabilities remain purely theoretical
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> WIRELESS SECURITY  SIREETJOURNAL

As Market Cools, s
Home Buyers 7 How Credit-Card Data

1.  Privacy and Message Integrity

7 |Losthllwnsof Vumbers :'B
40,

2. Authentication ‘““‘“ ............. ?r"f:‘frf??ffj‘jj“

TMaXK Marshalls. "

Initially penetrated a wireless
network used by handhelds i

3. Intrusion Detection and Prevention

4.  Endpoint Protection

Next, gained access to main
corporate systems

»  Undetected for 18 months

At least 46M credit/debit cards and
451,000 identities stolen :

6.  User Education and Awareness {. Numerous mistakes

Several lawsuits expected

5. Policies and Enforcement

Projected to cost upwards of $1B
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WIRELESS SECURITY
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APre-Shared Key
4 ACCMP-AES

WPA Personal

APre-Shared Key
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WPA2 Personal
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WPA2 Enterprise
A802.1X (EAP)
ACCMP-AES

WPA Enterprise

A802.1X (EAP)
ATKIP

V Strong Pass Phrase V PEAPVO-MSCHAPV2

V EAP-TTLS
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WIRELESS SECURITY

WEFFECTIVE

UWEP

U MAC Filtering

U Dynamic WEP

WASTEFUL DANGERDUS

- QL5

U Hiding SSID ULEAP 0.9
T=

U Static IP U EAP-FAST
(or restricting DHCP) (anon DH mode)

U Containing RF
(AP location,
special antennas, etc)
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WIRELESS SECURITY

A The future track record A But the game of caindmouse will
should be better be neverending

A WPA and WPA?2 were A New vulnerabilities will be discovered

extensively vetted by A Exploits will be developed for some

cryptologists A Hacking tools will continue to improve

-----------------------------------------------------------------------

------------------------------------------------------------------------

© 20062007Insource Technology Corporation



HACKER TOOLS FOR WLANSs

A "Evil Twin" tools acon 11—
_ "HOT-SPOT" l-J
A Hotspotter, KARMA, Airsnarf
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