
© 2006-2007 Insource Technology Corporation

David Black

President/CEO

Insource Technology Corporation

(281) 774-4150

david.black@insource.com

www.insource.com

How To Plan,  

Install, and Secure   

Wireless Networks



© 2006-2007 Insource Technology Corporation

INTERESTED IN WIRELESS LANs?

Å There's no shortage of advice

Å A lot of it is incomplete, biased, and sometimes just flat-out 

wrong

ÅManufacturers

ÅTrade press

ÅSelf-proclaimed experts
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PLANNING YOUR WIRELESS NETWORK 

1. Make sure your business needs it

Å Doing wireless right takes more 

work than most peopleexpect

2. Understand security

Å The cost of what you mitigate

Å And the residual risk 

3. Familiarize yourself with 

upcoming standards

Å Decide: proceed or wait 

How to Plan, Install, and Secure a 

Wireless Network
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Plan the rest of the 

system after you've 

done these three things



© 2006-2007 Insource Technology Corporation

CAN WLANs BE JUST AS SECURE AS WIRED?

ÅYES, buté

Å "Safe" means "safe today"

Å All networks are vulnerable to interception, jamming, and spoofing

Å In wired-networks, access to cables/equipment is restricted

Å Many vulnerabilities remain purely theoretical

ÅWith wireless, you do not have control of physical access
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2.  WIRELESS  SECURITY

1. Privacy and Message Integrity

2. Authentication

3. Intrusion Detection and Prevention

4. Endpoint Protection

5. Policies and Enforcement

6. User Education and Awareness
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WIRELESS  SECURITY

WPA Personal
ÅPre-Shared Key
ÅTKIP

WPA Enterprise
Å802.1X (EAP)
ÅTKIP

WPA2 Personal
ÅPre-Shared Key
ÅCCMP-AES

WPA2 Enterprise
Å802.1X (EAP)
ÅCCMP-AES
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WIRELESS  SECURITY

UMAC Filtering

UDynamic WEP

ULEAPUHiding SSID

UStatic IP
(or restricting DHCP)

UContaining RF
(AP location,  
special antennas, etc)

UEAP-FAST
(anon DH mode)

UWEP
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WIRELESS  SECURITY

Å The future track record 

should be better 

Å WPA and WPA2 were 

extensively vetted by 

cryptologists 

Å "Safe" means "safe today"

Å But the game of cat-and-mouse will 

be never-ending

Å New vulnerabilities will be discovered

Å Exploits will be developed for some 

Å Hacking tools will continue to improve
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3.  UPCOMING  STANDARDS

Å Standards help the wireless industry and 
the market

Å Lower costs, interoperability, 
transportable skills

Å Eliminate proprietary solutions and 
vendor lock-in

Å Provide a roadmap of where the 
industry is headed 

Å Most are developed by the Institute of 
Electronics and Electrical Engineers

802.11

802.11.2

802.11-1997

802.11-1999

802.11a

802.11b-1999

802.11b-Cor1

802.11d

802.11d-2001

802.11e

802.11f-2003

802.11g-2003

802.11h-2003

802.11i-2004

802.11j-2004

802.11k

802.11-ma

802.11n

802.11p

802.11r

802.11s

802.11u

802.11v

802.15.1-2005

802.15.1-2005

802.15.2

802.15.2-2003

802.15.3-2003

802.15.3a

802.15.3b

802.15.4 802.16a

802.15.4-2003 802.16a-2003

802.15.4a 802.16b

802.15.4b 802.16c-2002

802.16 802.16-Con2

802.16.1 802.16-Con3

802.16.1b 802.16d

802.16.2 802.16e

802.16.2-2001 802.16f

802.16.2-2004 802.16g

802.16.2a 802.16h

802.16.3 802.20

802.16-2001 802.21

802.16-2004 802.22

802.16-2004-Cor1 1528

1529 ITS-BK2

1073.3.3 ITS-BK3

1073.3.3-2004 ITS-BK4

1528-2003 ITS-BK5

1528a ITS-BK6

1802.16.2 P1073.0.1.1

8802-11-1999 P1451.5

8802-11-1999amd4 P1612

8802-11-1999amd5 P1640.2

8802-11-2000amd1 P1640.5

C63.19 P1654

C63.20

C95.1b-2004

C95.1b-2004

ITS-BK1

http://www.ieee.org/portal/site/iportals
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REASONS FOR ALL THESE STANDARDS

Å FASTER 

Å BETTER QUALITY

ÅMORE SECURE

Å BROADER 

ACCEPTANCE

Å Enhancements to achieve higher data rates

Å Enhancements to improve Quality of Service 

(required by time-sensitive applications )

Å Enhancements for improved authentication,         

data privacy, message integrity 

Å Enhancements to comply with regulatory 

requirements of various countries          

(coexistence, frequency, power)
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TIMELINE FOR 802.11 EXTENSIONS

802.11
(2Mbps)

"pre-i" 
(WPA)

"pre-n" 
(MIMO)

802.11d
(coexistence)

802.11a
(54Mbps)

802.11b
(11Mbps)

802.11g
(54Mbps)

802.11n
(high throughput 

Jun-09 )

Broader Acceptance

More Secure

Better Quality

Faster

802.11h
(coexistence

Oct-03)

802.11i
(security
Jul-04)

802.11e
(QoS

Nov-05)
802.11s

(meshed nets
Dec-09) 

802.11r
(fast roam
Jun-08)

"pre-e" 
(QoS)

"draft-n" 

802.11w
(protected 

management 
frames Mar-09)

802.11k
(radio resource 
measurement

Mar-08)

WPA 
(security)

For schedule updates:  http://grouper.ieee.org/groups/802/11/Reports/802.11_Timelines.htm


